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Abstract

In this paper we present a parallel algorithm for encrypting audio files. The par-
allel algorithm is designed using a data-parallel approach and uses a pseudo-random
byte generator based on Ikeda and Tinkerbell - mathematical functions of chaos the-
ory. Analysis of the encrypted audio and image files shows that our proposed scheme
performs comparably to other existing algorithms.
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1 Introduction

With the rapid growth of information sharing, ensuring data security has become a crucial
challenge. Today, it has become increasingly easier for people to send different types of
multimedia messages, such as audio files. Audio messages can contain sensitive information
ranging from personal conversations to confidential business conversations, which demands
secure, reliable, and resistant to attacks or vulnerability protection methods against unau-
thorized access, since fast-phased technology development also means many more methods
to attack multimedia data.

Compared to images and text, audio files are often larger, and traditional encryption
methods such as AES [1] and RSA [2] may not always be suitable for large audio data
due to their computational complexity and the amount of processing power required. As a
result, handling audio data by balancing efficiency and security has become a huge challenge.
Given these considerations, exploring different encrypting techniques that maintain strong
security and efficiency, is important. Chaotic functions from chaos theory are known for
their unpredictability and sensitivity to initial conditions and are a promising approach for
encryption algorithms. In Ref. [3] a mixture of chaotic functions is used for a novel audio
data encryption algorithm. Another encryption scheme was presented in [4], where the
chaotic Tkeda function is used.

Parallel computation is an approach that makes encryption algorithms faster. In [5],
[6], [7], [8], [9], parallel encryption schemes based on logistic map are presented. In this
study, our focus is on the encryption of wave audio files, employing a parallel approach. The



wave file consists of two parts, the header part and the sample part. By using a pseudo-
random byte generator, we generate a pseudo-random byte sequence. Logical bitwise XOR
operation is performed on this sequence and on the sample part of the wave file to encrypt
the audio file. To speed up this process, we suggest splitting the samples into several parts
and allowing each part to be processed on a different thread simultaneously.

The main contribution of this study can be summarized as follows:

e A pseudo-random byte generation scheme based on a mixture of chaotic functions is
applied in parallel data encryption algorithm;

e The parallel data encryption algorithm is modified to encrypt audio files;

e We examined the encryption scheme and the results are comparable with other en-
cryption algorithms.

e We assume that the parallel data encryption scheme is applicable not only to audio
files but to other multimedia files such as images and video.

2 Pseudo-random Byte Generator Based on Ikeda and
Tinkerbell Chaotic Functions

A novel pseudo-random byte generator using Ikeda and Tinkerbell chaotic functions has
been introduced in [10] by one of the authors (DD) in collaboration with Borislav Stoyanov.
They conducted extensive statistical analyses and proved that this generator produces highly
unpredictable byte sequences.

2.1 Ikeda and Tinkerbell Chaotic Functions Description

Tkeda map [11], [12] is a two-dimensional chaotic function described as follows:

Znt1 =14+ u- (2, - costy, — w, -sinty,) (1)
Wpt1 =14 u- (2, -sint, — wy, - cost,) (2)

where v is a parameter and
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The Tinkerbell map [13] is a two-dimensional discrete-time dynamical system given by
the equations:

In—&-l:zi*yi‘i’a'lxn‘i’b'yn (4)

Ynt1 =2 Tp Yo —C Ty +d - Yn (5)

where a, b, ¢ and d are constants.



2.2

Pseudo random byte generation algorithm

The proposed generator consists of the following steps:

1.

o.
6.

Four initial values zq, wo, g, yo € R are determined for the Ikeda and Tinkerbell chaotic
functions, respectively.

. Zk, Wk, Tk, and y are calculated using equations (1), (2), (3), (4) and (5) where k is a

constant.
For each ¢ > k, four real numbers are generated: z;,w;,z;, and y;.

Four non-negative integer numbers p;, g;, 7;, and s; are obtained as follows:

pi = |2 -10°] mod 256
¢ = ||w; - 10°]  mod 256
ri = ||a; - 10°]  mod 256
s; = ||yi - 10°]  mod 256]

A single byte is obtained by performing an XOR operation on p;, ¢;, r;, and s;.

Steps 3 to 5 are repeated until the desired output length is reached.

3 Parallel encryption algorithm

The described pseudo-random byte generation algorithm (from Section 2.2) has been utilized
in a parallel data encryption algorithm [10]. This algorithm is slightly modified to match
wave files and consists of the following steps:

1.

The initial values zo;, woj, To;, and yo;, for 1 < j < p, of p pseudo-random generators
(described in Section 2.2) are determined, where p is a constant.

The values of zj;, wkj, Tk;, and yx; are calculated, where k is a constant, and 1 < j < p,
using the chaotic equations (described in Section 2.1), each on an available thread.

l
The plain audio file is divided into b = [B—‘ disjoint blocks, where [ is the length of

the plain file in samples and B is the size of each block (B being a constant such that
p|B). The block is filled with zeros if B > .

For each 1 < i < b, read the i*" block from the plain audio file. The i*" block consists
of B non-negative integer numbers with values < 2'6.

B
The *" block is divided into p disjoint sub-blocks, each of size —.
D

B
For each sub-block s; (1 < j < p), if a thread is available, 2 - — random bytes byte,,
p
B
(1 <u < 2-—) are generated using the j** pseudo-random generator. These bytes

are transformed into — non-negative integer numbers t, = 28 - bytes.,—1 + bytea.,
p



B
1 <v< —andt, < 216), to match the number and values of each sub-block.
p
Perform an XOR operation between the elements of s; and t,,. Repeat step 6 until the
it" block is processed.

7. Steps 4 to 6 are repeated until all the blocks are processed.

8. Processed blocks are merged in one output file.

4 Metrics

The metrics (constants and initial values) of the pseudo-random byte generator and the
metrics used in the two algorithms are as follows:

o p=238,k=>5724, B=13-2%,
e Tkeda map properties: u = 9.7941

— Zo1 = 0.354355462887, w1 = —0.452345435887
— 2o = —0.534534532987, wos = —0.423423423987
— Zo3 = —0.143223462887, wos = 0.543532432887
— Zoa = —0.435345332987, wos = —0.765432832087
— Zo5 = —0.423432342887, wos = 0.343224142887
— Zo6 = —0.423424535987, wog = —0.435425433437
— zor = —0.7657T67562887, wor = —0.435433543537
— Zos = 0.436534532987, wos = 0.235435435437

e Tinkerbell map properties:

—a=09b=-064,c=2,d=0.5

— Initial values:

xo1 = —0.12546, yo1 = 0.47236
Zo2 = —0.13546, yoo = 0.17236
o3 = —0.16747, yo3 = 0.43242
xos = —0.12342, ygq4 = —0.98739
o5 = —0.19992, yo5 = 0.53452
06 = —0.16753, yos = —0.42235
zo7 = —0.16898, yo7 = —0.78878
* xog = —0.12334, yos = —0.97654

O R

*

*

5 Results and Discussion

The algorithm described in Section 3 is implemented using OpenMP in the C++ program-
ming language. All experiments are conducted on a laptop with an Intel(R) Core(TM) i7-
8550U CPU @ 1.80 GHz (2.00 GHz), 4 cores, 8 threads, hyper-threading activated; RAM:
8 GB; cache: 8 MB.

Three audio files are encrypted and analyzed. These audio files are obtained from the
website https://freesound.org/ and are as follows:
689113__gaijinbuzz__psalteriuml6.wav with a size of 385984 bytes and a duration of



4.376 seconds,

352011__luisaguacate__20160812_1025181.wav with a size of 1318912 bytes and a dura-
tion of 29.907 seconds, and
728410__darklitstudio__scary-horror-sound-effectambience-scratchy-shock.wav with
a size of 8988062 bytes and a duration of 101.905 seconds. We will call these files wavl,
wav2 and wav3 respectively.

5.1 Key Space Analysis

The set of 2, woj;, Toj, Yo; € R,1 < j < pis the key space. The cardinality of this set is 24wp,
where w is the length of the machine word. Following the IEEE standard for floating point
numbers [14], the 64-bit double-precision number has about 10~® computational precision,
therefore w =~ 49. If, for example, p = 8, then 24498 = 21568 geeds are possible. Assuming
that some of the constants can also be considered as part of the key, the number of initial
seeds can be even greater.

5.2 Waveform plotting

Waveform plotting is a two-dimensional graphic that represents an audio file’s amplitude
distribution over time [15]. Figures 1, 3, and 5 show waveform plotting of the plain files
wavl, wav2, and wav3, while figures 2, 4, and 6 are graphics of the encrypted files. The
graphics of the plain and their corresponding encrypted files are completely different which
shows the quality of the proposed encryption scheme.

Amplitude
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Figure 1: Plain signal (wavl). Figure 2: Encrypted signal (wavl).
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Figure 4: Encrypted signal (wav2).
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Figure 6: Encrypted signal (wav3).



5.3 Correlation Analysis

The correlation coefficient is a mathematical measure of the relationship between two sets
of values [16]. In our case, these sets are the samples from both plain and encrypted audio
files, which are non-negative integers ranging from 0 to 2'6 — 1. The correlation coefficient
is a real number in the range [—1.0,1.0]. The closer the value of the correlation coefficient
is to 0.0, the weaker the linear relationship between the two sets of values.

Let a and o’ represent the plain and encrypted audio files, respectively. The correlation
coefficient r, o can be calculated as follows:

cov(a, a’)

where:

cov(a,a’) = Z(ai —a)-(a; — d),
i=1

n is the total number of samples, a; and a} are the sample values, @ and a’ are the mean
values, and cov(a,a’) is the covariance between the plain and encrypted audio files. The
correlation coefficients are:

e wavl: -0.0283148
e wav2: 0.0479316
e wav3: -0.0131906

These test results are comparable with [4], [19], [20], and [21].

5.4 Number of Sample Change Rate (NSCR)

The Number of Sample Change Rate (NSCR) is a test used to compare the corresponding
sample values of a plain file and its encrypted version, determining the percentage of different
values between them. It helps evaluate the effectiveness of encryption by measuring how
much the encrypted file differs from the original.

NSCR is calculated using the following formula:

n

NSCR = % -100%,

where n is the total number of samples (or frames) in the file, and:

Di:{l’ if a; # a

3 N
0, ifa; =a;

Here, a; represents the value of the i*” sample in the plain file, and a/ is the value of the
corresponding sample in the encrypted file. The results are as follows:

o wavl: 99.9979%



o wav2: 99.9981%
e wav3: 99.9984%

Similar test results were made in [4], [19], [20], and [21].

5.5 Signal-to-Noise Ratio

The signal-to-noise ratio (SNR) is a test that measures the degree of corruption of the signal
by a noise [17]. SNR is measured in dB and can be calculated as follows:

D i af
2=t |dB
Z?:1 (ai — a;) ’

where a; and a; are the it" samples of the plain and encrypted audio files, and n is the total
number of frames. The results are:

SNR =10 -logy (

o wavl: -14.7431 dB
e wav2: -21.5998 dB
e wav3: -24.95658 dB

5.6 Peak Signal-to-Noise Ratio

The Peak Signal-to-Noise Ratio (PSNR) is a test that measures the quality of a signal after
encryption [18]. It compares the maximum possible value of the signal to the level of noise
or distortion present. For an audio file, the maximum possible value is 2'6 — 1 = 65535.
PSNR can be calculated using the following formula:
PSNR =10 -logyq (1155 ),
where R is the maximum possible value of the signal (65535 for 16-bit audio), and M SE
is the Mean Squared Error between the original and encrypted audio files and

MSE = 3 -3 (ai — a)?,

n is the total number of samples, a; is the i'" sample of the original audio file, and a/, is
the i*" sample of the encrypted audio file. The results are as follows:

e wavl: 4.6253 dB
e wav2: 4.7453 dB
e wav3: 4.7581 dB
These results are similar to [4], [19], [20], and [21].

5.7 Time Complexity and Speed Performance

In theoretical computer science, time complexity describes an algorithm’s time to run. The
time complexity is usually measured by the number of elementary operations performed
by the algorithm, assuming each operation takes a unit of time. The O (big O) notation
describes the upper bound on the number of elementary operations an algorithm performs
as the size of the input grows.

If we assume that the length of the machine word w = O(1), the time complexity of the
described algorithm is:



o)

where n is the total number of frames in the plain audio file, p is a constant, described in
section 2.3.1, and p’ is the number of available cores of the machine, used for this algorithm.
Our algorithm speed is 0.18 seconds for file wavl and 1.32 seconds for wav2. We measured
encryption time on wav3 using 1, 2, 4, and 8 threads - 4.08, 2.49, 1.73, and 1.42 seconds
respectively.

5.8 Key sensitivity

Key sensitivity analysis is a test on how the encryption/decryption is sensitive to the values
of the key set. Figures 7, 9, and 11 represent the wave plotting of the encrypted files wavl,
wav2, and wav3. Figures 8, 10, and 12 are wave plotting of the files, obtained by trying to
decrypt these files with a slightly modified key set. Wave plotting on these files shows that
modifying the key set with a slight margin results in a very different outcome.
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Figure 7: Encrypted signal (wavl). Figure 8: Unsuccessful decryption (wavl).
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Figure 9: Encrypted signal (wav2).
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Figure 11: Encrypted signal (wav3).
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Figure 10: Unsuccessful decryption (wav2).
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Figure 12: Unsuccessful decryption (wav3).
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6 Conclusion

In this paper we used an existing data encryption algorithm employing a parallel approach
to encrypt wave audio files. Key space analysis shows a high level of security. Waveform
plotting of both plain and encrypted files demonstrates that encrypted files are completely
different than plain. The number of samples change rate and correlation analysis shows
little to non-existent relation between plain and encrypted files. A high noise level on
encrypted files is proven by the peak signal-to-noise ratio test. The speed performance test
demonstrates considerable speedup in time when running this algorithm on multiple threads.
The algorithm is also very sensitive to the initial conditions - the initial key values. The
tests that were conducted have shown that this encryption scheme has at least the same
quality as others.
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